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Linux & Network - background



Modern Demands

• Digitalization

• IOT & OT

• New deployments model (Cloud, Multi-tenancy)

• Security

• Traditional Apps

• Workload (Virtual,Containers..)

• New apps



Transition - Traditional to Cloud



Existing Infrastructure

• Existing DC

• Scalability

• Security

• Resources

• Daily operations



Existing Infrastructure

• Built more than 10 years ago



3 – Tier Model 

Was built when most traffic was North to South



2 – Tier Model



Supplier

• Supplier



Cisco ACI Building Blocks



Software Desgined Data Center – Cisco ACI

• APIC Controller

• VXLAN

• Microsegmentation

• Security 

• Scalability 

• Automation & Orchestration



Cisco ACI Building Blocks



Cisco ACI Building Blocks



ACI Contracts

• Contracats are similar to ACLs

• Contracts are needed when you want to talk bw EPGs

• Contracts are NOT needed with same EPG

• Contracts need consumers and providers



Contract bw EPGS:  Consumer vs Provider 



ACI – Policy Model



ACI – Policy Model vs NX-OS & Cloud



SECURITY

ACI – SECURITY

DC – SECURITY



ACI Security

• Zero Trust

• Microsegmintation

• Whitelisting & EPGs

• ACI Policy Based Model



EPGs, Whitelist, Filter

• Cisco ACI uses a whitelist model:  all communication is blocked
by default; 

• After creating EPG and adding endpoint to these groups, 
communication is denied between any 2 EPGs unless a contract
is assigned between EPGs

• Filter that allows for communication



Security

• DC Security



DC - Security

• Multitenancy 

• Next Generation Firewall - Firepower

• Web Application Firewall – WAF

• DDoS Protection (ISP+Advance WAF)

• Bot Mitigation

• NAC  



Prices & Support

• Cisco ACI  --- ACI MINI



Cisco ACI Mini 



Implementation Plan

PHASE 1 - Single Site

PHASE 2  - Single Site with multi pod

PHASE 3 – Multi site ACI any where - Public Cloud



Cisco Software Defined DC – ACI Anywhere



Cisco Software Defined DC – ACI Anywhere



DC – ACI Operations

• Training

• Support

• Daily operations

• Sharing



STATUS 

• Cisco Software Defined Data Center ACI 



Summary

• Spine leaf base design

• Cisco ACI building blocks

• Security

• Operations



Questions - comments

• Questions 



Avslutning og takk!


