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POLL #1





Beredskap/forberedelse
Ransomware
Svindel
Utfordringer
Angrep
Motivasjon





PREPARE

IDENTIFICATION

CONTAINMENT

ERADICATION

RECOVERY

LESSONS 
LEARNED



Lead the incident 
management process

Collection and analysis of logs 
and log data

Communication and 
interaction

Customer meetings, sharing 
experience from the 

battlefield

Detect risks, gaps and 
lack of preparing

Tactical and 
operational

What we do



What we do

Information gathering and 
analysing the incident

Event verification and 
determine the consequence 

and extent of the incident

Collection, 
management and 

handling of evidence

Limit damage and restore to 
operational state, limiting 
the impact of the incident

Provide a report on the incident 
and how it was handled (internal 

and/or external use)

Recommendations to improve 
the company’s security and to 
protect against future events



Ransomware



https://www.immersivelabs.com/resources/blog/the-evolution-of-ransomware/
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Sensitivity: Internal



RANSOMWARE

• Don’t let them in 
• Good detection!
• Maintain control of backup. Admin should not be able to delete the backups.
• Audit file access.
• Prepare for disaster. Know what to prioritize!
• Lots of Goverment/Municpality hit by Ransomware – Norway next?



Scam/Fraud



Businesses are vulnerable even if everything is done technically correct.

If your subcontractor is compromised, who has financial loss?

Too high trust in email as a source. It is recommended that account 
changes be verified through multiple channels.

(Almost) impossible to prevent through anti-spam solutions.

Of all forms of attach, the biggest financial loss is from supply chain fraud.



Detection / Visability



«TING TAR TID»



MFA



DDOS



Cryptomining



Vulnerabilities
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