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Beskyttelse er essensielt, men angrep skjer allikevel

Prevention

X

X

71%
of enterprises were hit by 

ransomware that successfully 
bypassed their detection and 

prevention measures
Source: Barkly Inc. survey
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Utfordringer og kompleksitet i backupløsninger

Backup Master Server

Media Server

Search Server

Disk-Based Backup

Tape

Archival & Compliance

Catalog DB Test/Dev

Offsite Backup

NAS

Replication

AHV

Hyper-V



Sikkerhetskontroll - infrastruktur

§ Er operativsystemer og filsystemer/lagringssystemer på 
oppdatert nivå?
– I hvilken rekkefølge må dette oppdateres/oppgraderes?
– Hvordan påvirker en oppgradering andre deler av miljøet?

§ Ligger backupdata tilgjengelig på nettverk? (NFS/SMB)
– Kan jeg gjøre det utilgjengelig for innsyn?

§ Er backupdataen min kryptert på både nettverk og disk?
– Hvilken påvirkning har dette eventuelt på ytelse?

§ Hvor og hvordan lagres backupdata? Hvem har skriverettigheter 
på filsystem/data?

§ Hvilke porter er åpne internt i miljøet?

§ Hva er prosessen for hardening?



Lag deg en sjekkliste, bruk best practises

Local Account Security

Domain Account Security

Automation Security

Roles and Permission Review

System Reset Protection

Enabling Auditing / Syslog

Securing NTP Servers

SMB / NFS Security Review

S3 / Archive Security Review

Login Banners

SLA / Object Protection

Physical Site Security

Deliver copies of technical
whitepapers on best practices



Local Account Security

1. Bruk unike og sterke passord
2. Passordrotasjon (30-90 dager)
3. Admin aksess skal være unntaket, ikke regelen
4. Syslog / Alert på admin loginforsøk / loginfeil
5. Etabler MFA på administratorkontoer
6. Lagre credentials kryptert eller i key stores
7. Separer primær og sekundær-credentials på ulike

krypterte områder

1. Ikke gjenbruk passord over ulike løsninger eller
lokasjoner

DO’s
Best Practices

DONT’s
Best Practices



Domain Account Security

1. Hvis mulig, unngå å bruke domenebrukere som
administrative kontoer, eller ha egne
påloggingsprosedyrer mot enkeltsystemer.

2. Bruk rollebasert aksesskontroll aktivt – sørg for å
følge prinsippet om færrest mulig privilegier.

3. Bruk MFA for alle kontoer som har tilgang
4. SSO

V2.0

DO’s
Best Practices

1. Hvis man replikerer til andre løsninger, sørg
for at disse ikke er i samme domene.

DONT’s
Best Practices



Automation Security
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AUTOMATION
The following section details specific best practices when using automation with Rubrik CDM and Polaris. 

USER ACCOUNTS

A new user account should be created for each automation task you are executing. This account should be assigned to a 
custom role that provides only the specific privileges required to successfully execute the automation. Special care should 
also be given to ensure that the User account does not have any data expiry or SLA change and deletion permissions unless 
absolutely necessary. This ensures that if the credentials for the User account were ever compromised, the possible damage 
that could be inflicted to the Rubrik cluster is minimized.

AUTHENTICATION MECHANISMS

The Rubrik CDM API supports Basic and Token authentication. Since it o!ers several additional benefits, the best practice 
is to always use Token authentication when programmatically connecting to a Rubrik cluster. The most important of which is 
that a Token can easily be deleted, without a!ecting the User account, if leaked, comprised, or simply is no longer needed.

New API tokens can be created in the Rubrik CDM web UI by selecting: <Your Username> £ API Token Manager £ + icon.

 
After selecting Generate and then Copy the API Token cannot be viewed again.

Users should refer to the configuration section in the Rubrik CDM User Guide for detailed steps on configuring API Tokens.

STORING CREDENTIALS

The most important rule when creating automation tasks is to never store any credentials directly in that automation code. 
This prevents users from accidentally uploading credentials to version control software while also ensuring there is no easy 
mechanism for an unauthorized user to find the credentials.

Ideally, a strong and secure vault or key store system will be utilized to access the Rubrik cluster credentials dynamically. The 
secure vault or key store system should also automatically rotate the API Token used on a regular basis. While not as secure, 
credentials can also be stored as environment variables which can be dynamically accessed during the execution of the 
automation.

1. Bruk dedikerte brukerkontoer for ulike
automatiseringsoppgaver

2. Prinsippet om færrest mulige privilegier gjelder også
her

3. Sørg for at automatiseringsbruker ikke har rettigheter
til å utløpe data eller endre retention

4. Benytt TOKEN istedenfor Basic autentisering
5. Lagre TOKEN og aksessnøkler sikkert

DO’s
Best Practices

1. Aldri lagre passord i åpen tekst i
automatiseringskoden

DONT’s
Best Practices



System Reset Protection
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IMPORTANT: Once globally enabled, Retention Lock must be explicitly enabled on each SLA Domain where the protection 
is desired. Retention Lock can be enabled upon SLA Domain creation, or it can be enabled on pre-existing SLA Domains 
where the protection and restrictions can be applied retro-actively.

The Retention Lock feature actually introduces a number of additional security features into the system, however there are a 
few important restrictions to highlight that pertain to malicious attacks:

1. A Factory Reset of the cluster/node cannot be performed once Retention Lock has been enabled by Rubrik Support:
A common attack vector is an immediate attempt to perform a factory reset on the appliance in order to instantly wipe 
out backup data. This becomes impossible to do without the intervention of Rubrik Support when the Retention Lock 
feature is globally enabled. Below is the messaging that an administrator is presented with when trying to perform a 
reset through conventional means:

 
If a reset absolutely has to be performed for any reason, please contact Rubrik Support.

2. The only modifications allowed on SLA Domains are for “stronger” and “more secure” configurations:
Any attempt now to reconfigure the SLA Domain that might contribute to a weaker configuration or contribute to the 
expiration of existing data is prohibited. This is specifically designed to prevent the accidental or malicious attempts at 
modifying the SLA that causes expiration/pruning of existing data. There are also restrictions in place to prevent the 
removal or any archival locations or replication targets associated with the SLA. Additional details about the specific 
restrictions involved here can be found in the Rubrik CDM User Guide.

3. An external time source is required:
A local time source is no longer allowed with Retention Lock enabled. When combined with using secure time sources 
in the manner mentioned above, this can be leveraged to prevent rogue time source attacks used to prematurely expire 
data by fast forwarding past the retention period.

For additional details on all of the restrictions Retention Lock introduces, please reference the Rubrik CDM User Guide. Please 
contact Rubrik Support for additional assistance with enabling or disabling Retention Lock.

SOFTWARE ENCRYPTION AT REST
By default, the Rubrik CDM cluster enables the encryption of data at rest using software during the initial bootstrap process. 

Enable Software Encryption (y/n) (optional) [y]

Note: Rubrik clusters running on r528 model Briks will use self-encrypting drives that are certified to meet level 2 of 
the FIPS 140-2 specification. Since encryption is done at the hardware level on these Briks, they do not have a Software 
Encryption option.

To verify Software Encryption has been enabled in the Rubrik CDM web UI by select the System £ Nodes (See All) £ 
<Any Node Name> 

1. Sørg for at løsningen ikke tillater nullstilling eller
formatering

DO’s
Best Practices



Auditing / Syslog
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Users should refer to the configuration section in the Rubrik CDM User Guide for detailed steps on configuring Syslog Export 
Rules and for referencing Facility and Severity level classifications.

NETWORK TIME PROTOCOL CONFIGURATION
The Network Time Protocol (NTP) is an Internet protocol built to distribute precise time around a computer network. NTP 
makes use of UDP over TCP/IP to synchronize network time clients to a precise time reference. The NTP protocol can make use 
of encryption keys to authenticate a timeserver. Secure NTP Servers will be explained below.

The Network Time Protocol can be used to synchronize numerous time essential processes on distributed computers across a 
network. The NTP protocol is consequently a great security risk. Hackers or hazardous users could make an e!ort to interrupt 
system synchronization by attempting to adjust or replicate NTP time stamps.

Fortunately, NTP has an integral security attribute to put a stop to endeavors to tamper with system time synchronization. NTP 
may use encrypted keys to authenticate time stamps provided by a timeserver. Network time clients and devices can make use 
of secure keys to authenticate time stamps and ensure their supply of origin.

NTP executes authentication by employing an agreed set of keys between a server and client which are encrypted in time 
stamps. A NTP timeserver transmits a timestamp to a client with one of a selection of keys encrypted and appended to the 
message. When a timestamp is obtained by the client, the security key is unencrypted and checked against the listing of filed 
secure keys. In this way the client can be sure that the received time stamp came from the expected time source.

1. Sørg for å etablere auditing via syslog ut av 
løsningen.

2. Benytt kryptert syslog trafikk med sertifikater
3. Etabler regelsett som gir deg riktig og kritisk

informasjon

DO’s
Best Practices



Securing NTP Time Sources
The Network Time Protocol (NTP) is an Internet protocol built to distribute precise time around a computer network. 
NTP makes use of UDP over TCP/IP to synchronize network time clients to a precise time reference. The NTP 
protocol can make use of encryption keys to authenticate a timeserver. 

1. Benytt kryptert NTP Stratum-1 tidskilde hvis tilgjengelig
2. Etabler bade primær og sekundær NTP tidskilde for redundans

DO’s
Best Practices



Login Banners

1. Benytt log-in bannere hvis mulig og ved behov
2. Sett sikkerhetsklassifisering hvis mulig og ved

behov

DO’s
Best Practices



NFS / SMB Security

1. Bruk secure SMB for SMB shares
2. Bruk IP allow-lists for alle NFS shares og

klienter
3. Sørg for å ha autentisering

(brukernavn/passord) mot NFS shares

DO’s
Best Practices



S3 / Archive Security

1. Bruk prinsippet om minst mulig privilegier
2. Lagre credentials sikkert
3. Lagre krypteringsnøkkel for arkivlokasjon sikkert / AWS CloudKMS
4. Benytt auditing verktøy for kontinuerlig monitorering
5. Bruk versjonering for ekstra beskyttelse på bucket / blob

DO’s
Best Practices



Physical Site Security Protection

1. Sikre infrastruktur i låste rack og rom hvis mulig
2. Kun autorisert personell skal ha tilgang
3. Benytt prinsippet om 3-2-1 for backupdata (3 kopier av data, 2 ulike lokasjoner, 1 

offsite) ved hjelp av replikering eller arkivering av data

DO’s
Best Practices



Tilbake til sjekklista

Local Account Security

Domain Account Security

Automation Security

Roles and Permission Review

System Reset Protection

Enabling Auditing / Syslog

Securing NTP Servers

SMB / NFS Security Review

S3 / Archive Security Review

Login Banners

SLA / Object Protection

Physical Site Security

Deliver copies of technical
whitepapers on best practices



Reduksjon av nedetid – fokuser på restore!

§ Når testet du sist DR/gjenoppretting? 
§ Hvor lang tid tar det å gjenopprette 

en server? Et miljø? Spesifikk data?
§ Hvis (når) du får et ransomware-

angrep, hvordan vet du hva du skal 
gjenopprette?

§ Hva er prosessen/prosedyrene for å 
komme seg tilbake i full produksjon?

§ Ha et forhold til at dette kommer 
(sannsynligvis) til å skje!



THE CITY CAN BE ASSURED THAT OUR BACKUPS 
ARE VERY GOOD BECAUSE THEY’RE IMMUTABLE.

[THIS MEANS THAT] THEY COULD NOT BE CONSUMED BY 
RANSOMWARE.

Mayor Steve Schewell at City of Durham



Don’t Backup. Go . 

www.rubrik.com

http://www.rubrik.com/

