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Fremme av god praksis for å sikre skytjenester, og gi 
opplæring i bruk av skytjenester for å sikre alle andre 
former for databehandling.

www.cloudsecurityalliance.no
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CERTIFICATE OF CLOUD SECURITY KNOWLEDGE (CCSK)
NORMKONFERANSEN 25. NOVEMBER 2019
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www.cloudsecurityalliance.no/ccsk
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https://www.anskaffelser.no/verktoy/veiledere/skjema-vurdering-av-sikkerhet-i-skytjenester-cloud
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133 kontrollkrav (16 kontrollområder) 

295 Ja/Nei-spørsmål (CAIQ)
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16 kontrollområder 

AIS

Application & Interface 

Security

DSI

Data Security & 

Information Lifecycle 

Management 

HRS

Human Resources

MOS

Mobile Security

AAC

Audit Assurance & 

Compliance

DCS

Datacenter Security

IAM

Identity & Access 

Management

SEF

Security Incident 

Management, E-Discovery, 

& Cloud Forensics

BCR

Business Continuity 

Management & Operational 

Resilience

EKM

Encryption & Key 

Management

IVS

Infrastructure & 

Virtualization

Security

STA

Supply Chain Management, 

Transparency, and 

Accountability

CCC

Change Control & 

Configuration Management

GRM

Governance and Risk 

Management

IPY

Interoperability & 

Portability

TVM

Threat and Vulnerability

Management
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DSI

Data Security & Information Lifecycle Management 

Control specification

DSI-01 Classification

DSI-02 Data Inventory / Flows

DSI-03 E-commerce Transactions

DSI-04 Handling / Labeling / Security Policy

DSI-05 Nonproduction Data

DSI-06 Ownership / Stewardship

DSI-07 Secure Disposal

7 spørsmål
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DSI-01

Classification

Kontrollspørsmål (CAIQ)

DSI-01.4 Can you provide the physical location/geography of storage 

of a tenant’s data upon request?

DSI-01.5 Can you provide the physical location/geography of storage 

of a tenant's data in advance?

?
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W h a t  c o u l d  p o s s i b l y …

https://cloudsecurityalliance.org/star

https://cloudsecurityalliance.org/star/#_registry
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1. Data Breaches
2. Misconfiguration and inadequate change control
3. Lack of cloud security architecture and strategy
4. Insufficient identity, credential, access and key 

management
5. Account hijacking
6. Insider threat
7. Insecure interfaces and APIs
8. Weak control plane
9. Metastructure and applistructure failures
10. Limited cloud usage visibility
11. Abuse and nefarious use of cloud services
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https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive
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W h a t  c o u l d  p o s s i b l y …
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normen.no

https://ehelse.no/normen/oversikt-over-normens-krav-og-mapping-mellom-iso-og-normen
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